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Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
ldentity: a siren song of digital survelllance
Digital personhood: equality with privacy online
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



We're facing hard global problems
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Global problems need global tools

Like the Internet ... right?



Is networked computing...

v

Helping us find In everyone’s
wise solutions? collective Interest?



A few transformative technologies
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Is the Internet “Democratizing”?
1997

On the History
and Impact
of Usenet and
the Internet

Netizens

Chapter 18 “Democracy’s Fourth Wave?

“The Computer as a Digital Media and the
Democratizer” Arab Spring”



Is the Internet “Democratizing”?

How Social Media Helps Dictators

It's been hailed as "liberation technology." But it has a darker side.

2016




Why democracy...and what /s it?

Council of Europe, Robert Dahl,
“Democracy” “Democracy & Its critics”
ALL FORMER
DICTATORS
WILL TELL YOU...

...PEMOCRACY
IS THE WORSE
OF ALL SYSTEMS




Why democracy...and what /s it?

Council of Europe, Robert Dahl,
“Democracy” “Democracy & Its critics”
Key criteria: Key criteria:

* Individual autonomy ¢ Effective participation
* Equality * Voting equality
* Enlightened understanding
* Control of the agenda
* Inclusiveness



So Is the Internet “Democratizing”?




So Is the Internet “Democratizing”?

* Giving “everyone” * Equality?
a voice & a platform

* Enlightened
understanding?

» Effective
participation?

\




Can we make the Internet

more “democratizing”? Q\

Problems | wish more CS research focused on:

* Inclusion: ensure computing serves all people
- Including those with old hardware, poor connectivity

 Autonomy: put people, communities in control
— Not vendors, platforms, app stores, algorithms



Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
ldentity: a siren song of digital survelllance

Digital personhood: equality with privacy online
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



Online Self-Governance

an digital forums and communities self-govern?




Foundations of Self-Governance

Key question: what foundation do we build on?
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[Tes]


https://www.tes.com/teaching-resource/foundations-of-organization-structure-lecture-organizational-behavior-12234101

Membership and Influence

Any collective organization process must define:

 Membership: whose input counts In the
collective process, I.e., who gets any power?

* Influence: how much power does each
member wield in self-governance processes”?

Membership is a binary property, in or out
Influence is numeric, may be multidimensional



Contrasting Influence Foundations

Wealth-centric Person-centric

* One dollar, one vote  * One person, one vote

[Verity Weekly]


https://www.verityweekly.com/what-would-newtons-laws-be-for-social-sciences/
https://think.kera.org/2020/09/15/the-invention-of-money/

Contrasting Influence Foundations

Wealth-centric

Stock corporations
Loyalty programs
Online gaming
CAPTCHA solving
Proof-of-work
Proof-of-stake

Proof-of-X for most X

Person-centric

Democratic states

Elected

parliaments

Membership clubs

Committees

Town hall meetings

Direct d

Liquid ¢

emocracy
emocracy



Membership and Influence

If an organization can’t decide — or secure — ItS
membership and influence foundations — chaos




Digitalization of Self-Governance

As our lives and self-governance shifts online...
* Wealth-centric: many technology solutions
* Person-centric: solutions are more elusive

[Infinity Economics]


https://web.infinity-economics.org/blog/what-is-a-dao/

Democracy Needs a Foundation

[Michalis Kountouris, Michael Cacoyannis Foundation]


https://www.livinlovin.gr/%E2%80%9Csolidarity-value-of-democracy-and-culture%E2%80%9D/

Democracy’s Foundation is People

[Encyclopedia Britannica]


https://www.britannica.com/topic/democracy

Digital Democracy has a Problem...

[IBM/The Atlantic]


https://www.theatlantic.com/sponsored/ibm-transformation/the-birth-of-the-digital-democracy/247/

People are Physical, not Digital

[Marcus Feldthus]


https://blogs.ubc.ca/marcusfeldthus/2014/09/18/the-digital-people-who-are-we-dealing-with/

The Fundamental Problem

Today'’s Internet doesn’t know what a “person” is

~Internet




People aren’t digital, only profiles are
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[Plxabay, The Moscow Times]


https://www.themoscowtimes.com/2018/09/28/80-percent-russians-will-have-state-gathered-digital-profiles-by-2025-official-says-a63027

Online, the People are Fake
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[lan Sample, The Guardian]


https://www.theguardian.com/technology/2020/jan/13/what-are-deepfakes-and-how-can-you-spot-them

Online, the People are Fake

Profiles are cheap, discardable, easily faked

Upside: Downside:
Inclusion, privacy are “people” really people?



Online, the People are Fake

Services can’t count anything “one per person’



https://www.imdb.com/title/tt5720062/

Their Followers are Fake

Buy Twitter Followers Now

It's the easiest foolproof way to get active followers, period.

500+ Followers 1,000+ Followers 2,500+ Followers ¥ 5,000+ Followers ™

$17 329 349

Delivered in 2 - 3 Days

Deliveredin 1-2 Days Deliveredin 5 -7 Days Delivered in 10 - 14 Days

Active & High Quality Active & High Quality Active & High Quality Active & High Quality

[Ren LaForme, Poynter]


https://www.poynter.org/tech-tools/2018/how-to-tell-if-you-have-fake-twitter-followers-and-how-to-remove-them/

The News Is Fake

[Krista Kennell, The Atlantic]



https://www.theatlantic.com/technology/archive/2018/03/largest-study-ever-fake-news-mit-twitter/555104/

The Reviews are Fake

100% Genuine Snake OQil

By: Scammer’'s Warehouse

~ W 42 customer reviews

Price: $89.70 «Prime

LU0 000 AMAZING healing qualities
By: Fake Jim on June 19, 2017
ltem: Snake oil, 4 0z.

Very good product. | can’t prove this for certain, but | think it
cured my cancer. | feel like I'm 17 again.

~HUSTLE
[Mat Venn, Medium]


https://medium.com/@matvenn/fake-reviews-afd7d45d4fcb

[Rabbit Consulting Group]


https://www.rabbitconsultinggroup.com/single-post/2017/02/06/The-impact-of-social-bots-on-elections

The Sybil Attack Problem

_ikes,

—ollowers,
Jpvotes,

DOWNVotes,
Reviews...

Are they by real or fake people?



=) Intelligencer

LIFE IN PIXELS | DEC. 26, 2018

How Much of the Internet Is Fake?
Turns Out a Lot of It, Actually.

By Max Read W @1

i

[Ayatgali Tuleubek, Intelligencer]


https://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html
http://nymag.com/intelligencer/2018/12/how-much-of-the-internet-is-fake.html

As a result...

Companies, governments, opagque algorithms,
private oversight boards “govern” online behavior

Democracy, “one person one vote”, isn’'t an option



What Is the Missing Foundation?

[All About Healthy Choices]


https://allabouthealthychoices.wordpress.com/2017/05/03/good-health-requires-a-strong-foundation/

Requirements for Digital Democracy

Can we build digital organizations of people?

* Inclusive: open to all real people, not to bots

* Equitable: all people get equal power, benefits
* Secure: correct operation, verifiable by people
* Privacy: protects rights & freedoms of people

“We must act to ensure that
technology Is designed and
developed to serve humankind,
and not the other way around”
- Tim Cook, Oct 24, 2018


https://www.computerworld.com/article/3315623/security/complete-transcript-video-of-apple-ceo-tim-cooks-eu-privacy-speech.html

Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
Identity: a siren song of digital surveillance
Digital personhood: equality with privacy online
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



ldentity — The Missing Foundation?

[UNCTAD]


https://unctad.org/news/secure-identities-can-boost-inclusivity-digital-economy

Digital Identity Is a Red Herring

1 a dried smoked herring, which is turned red by the
smoke.

2 something, esp. a clue, that is or is intended to be
misleading or distracting : the book is fast-paced, exciting,
and full of red herrings. [ORIGIN: so named from the
practice of using the scent of red herring in training
hounds. |

[Darin Stevenson, Medium]


https://medium.com/@organelle/climate-change-is-functioning-as-a-red-herring-9300cdd547be

At Best It's the Wrong Tool

[Frits Ahlefeldt]


https://fritsahlefeldt.com/thrive/nail-screw/

At Worst It's a Siren’s Song

>

[Herbert James Draper, Wikipedia]


https://en.wikipedia.org/wiki/Ulysses_and_the_Sirens_(Draper)

Digital identities are just more profiles
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[UK Government Digital Service]


https://gds.blog.gov.uk/2016/01/11/discovering-user-profiles/

Profiles are for distinguishing people
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[Tom Perrett, Arkbound]



https://arkbound.com/publishings-disparities/

Democracy Is about equality of people



https://www.tricentis.com/blog/stand-for-racial-equality/

Approaches to Digital Identity

Social Media ldentities
— EXpect tech platforms to detect fakes, abuses

Proofs of Investment. economic entry costs
- CAPTCHAs, proof of work, proof of stake

Documented ldentity: “Know Your Customer”
- Government-issued ID, self-sovereign ID

Biometric ldentity
- India’s Aadhaar, World Food Programme



Approaches to Digital Identity

Social Media Identities
— EXpect tech platforms to detect fakes, abuses

Proofs of Investment. economic entry costs
- CAPTCHAs, proof of work, proof of stake

Documented ldentity: “Know Your Customer”
- Government-issued ID, self-sovereign ID

Biometric ldentity
- India’s Aadhaar, World Food Programme



Soclal Media and Fake Detection

Social media: make signup easy, but detect fakes
* Relies on user reports, moderator teams, Al/ML

FAKE NEWS
DETECTOR A

[fakenewsai.com]


https://www.fakenewsai.com/

Problems With Fake Detection

ing

platforms must see, watch everythi

Problem 1

Tmum
n

D ™D m

[Harvard Gazette]


https://news.harvard.edu/gazette/story/2019/03/harvard-professor-says-surveillance-capitalism-is-undermining-democracy/

Problems With Fake Detection

Problem 2: opaque & unaccountable processes
* Al can be wrong, biased, bigoted, racist, ...

TWEETS  FOLLOWERS
96.1K 50.3K

[TechRepublic]


https://www.techrepublic.com/article/why-microsofts-tay-ai-bot-went-wrong/

Problems With Fake Detection

Problem 3: the bad guys also have Al
* Al defenses against Al attacks — humans lose

The Impossible War

versus

[the-gep.com]


https://the-gep.com/2017/07/21/a-note-human-intelligence-hi-vs-artificial-intelligence-ai-in-the-asset-management-am-world-why-ai-is-still-not-good-enough/

Social Trust Graph Algorithms

Detect fake identities by social graph analysis
* Addresses one particular Sybil region attack...

Honest Region Sybil Region
o o ® .
® b 7 e
@ ‘«"T‘-_-______________ \
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- ;"— > |
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Social Trust Graph Algorithms

Detect fake identities by social graph analysis
e ...but not other realistic scenarios, like this:

Sybil C1

| v Sybil A2 |
" Sybil C2 N =
‘ Sybil C3 7 = Sybil A3 .~

Dave — » Ot
/ Sybil D1~ " 7 o K~ o SybilB1

Sybil D2 & Sybil B2 |
.

SYIIDS Y e

" - \\\\\S‘ybil ;5__3-/,,,,,



Approaches to Digital Identity

Social Media ldentities
— EXpect tech platforms to detect fakes, abuses

Proofs of Investment: economic entry costs
- CAPTCHAs, proof of work, proof of stake

Documented ldentity: “Know Your Customer”
- Government-issued ID, self-sovereign ID

Biometric ldentity
- India’s Aadhaar, World Food Programme



Technological “Proofs of Investment”

Secure, permissionless, and privacy-preserving!

[Paul Gregoire, The Big Smoke]


https://www.thebigsmoke.com.au/2018/04/10/the-shifting-definition-privacy-digital-age/

CAPTCHAS: Invest Human Time

| swear mnOLe sy

Type the characters above:

[Prince & Isasi, Cloudflare]

* Getting harder due to Al recognition attacks

* Excludes many real peop
* Fails equality test: just so

e with disabilities

ve more CAPTCHAS!


https://www.theverge.com/2019/2/1/18205610/google-captcha-ai-robot-human-difficult-artificial-intelligence
https://blog.cloudflare.com/moving-from-recaptcha-to-hcaptcha/

Proof of Work: Invest Computation
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[Getty Images, BBC News]

* Fails equality test: just buy & burn more energy!


https://www.bbc.com/news/technology-47867031

Proof of Stake: Invest Currency

Ma

Proof of Stake

[BitcoinWiki]

* Buy existing cryptocurrency, stake It for some time
* Earn rewards proportional to amount of stake
* Fails equality test: just buy & stake more currency!


https://en.bitcoinwiki.org/wiki/Proof-of-stake

Proofs of Investment

[Economist]

Suitable for [digital] democracy only if our goal is
“one dollar, one vote”


https://www.economist.com/finance-and-economics/2014/05/22/one-dollar-one-vote

Approaches to Digital Identity

Social Media ldentities
— EXpect tech platforms to detect fakes, abuses

Proofs of Investment. economic entry costs
- CAPTCHAs, proof of work, proof of stake

Documented Identity: “Know Your Customer”
- Government-issued ID, self-sovereign ID

Biometric ldentity
- India’s Aadhaar, World Food Programme



ldentity Verification Services

Online verification of traditional identity documents
* Problem: bad guys have Al, deep fakes, ...

[Thales]


https://dis-blog.thalesgroup.com/mobile/2018/07/11/identity-verification-service-combating-fraud-and-improving-customer-care/

Self-Sovereign ldentity, Maybe?

DIDs enable digitally signed verifiable claims

Issuer Holder Verifier
Signs |55u.e5 Countersigns Pres?nts Verifies
Claim Claim Claim Claim Signatures

Decentralized |dentifiers (DIDs)

Public or Private Blockchain or other Decentralized Network

[Wikipedia]


https://en.wikipedia.org/wiki/Self-sovereign_identity

ID Documents are Forgeable
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FAKE<<ID<K<<GENERATOR<<FOR<<ANDROID<<«<«<
2348M35810451QW58240<<245801<<1239801
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[Android Fake ID Card Creator]



https://apkpure.com/fake-id-card-creator/sys.creator.app.fakeidcard

All IDs Can Be Lost, Stolen

[Andrés Aneiros]


https://dribbble.com/shots/3893011-Mobile-Thief

ID Demands Exclude People

REFUGEES

[Fikrie Merican]


https://www.slideshare.net/fikriemerican/refugees-48373405

ID Demands Invade Privacy

" FIRST, I'LL NEED YOUR.
SIS SOCIAL. SECURITY NUMBER.
i

[Charles J. Sykes, Hoover Institution]


https://www.hoover.org/research/invasion-privacy-snatchers

Personas or Alter Egos are Normal

[The Face]


https://theface.com/music/female-rap-alter-egos-beyonce-sasha-fierce-nicki-minaj-megan-thee-stallion-rico-nasty

Work, Home, Hobby, Secret Identities

| g \
‘ by Lee

[Fast Company]


https://www.fastcompany.com/90478217/working-from-home-heres-how-to-separate-the-work-from-the-home

Digital Identity: the KYC Approac

Name Geoff Sample

aaaaaaaaaaaaaa
DNo:  1238626AB4

) ) | tssuea:  January 2011
Expires: December 2013

Key Advantages: g

 Many businesses, governments working on it
* Leverages existing “document-trail” identities
Key Disadvantages:

* |ldentity documents not hard to fake, steal, buy
- SSN $1, Fake ID $20, fake passport $1000, ...

* |dentity authorities are single points of compromise
- Attacker needs to break only one to create many Sybils

* Exclusionary: undocumented/unlucky lose out
- Migrants, refugees, homeless, stateless, ...


https://blogs.quickheal.com/what-is-the-price-of-your-stolen-identity-on-the-online-black-market/

Approaches to Digital Identity

Social Media ldentities
— EXpect tech platforms to detect fakes, abuses

Proofs of Investment. economic entry costs
- CAPTCHAs, proof of work, proof of stake

Documented ldentity: “Know Your Customer”
- Government-issued ID, self-sovereign ID

Biometric Identity
- India’s Aadhaar, World Food Programme
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Are Biometrics a Solution? 7=\

L
Key Advantages: \\i\%{é/ )
 Technically scalable, workable in principle
- India Aadhaar, UNHCR World Food Program, ... =i
Key Disadvantages: B

* Requires not just authentication (1-to-1 comparison)
but biometric identity (1-to-billions comparison)

- 0.01% FAR - 100,000 false positives per user in India

* Privacy: must collect in massive queryable database
— Blometrics are passwords you can’t change when leaked

* One compromised device can enroll many Sybils



Biometric identity: a cautionary tale

“Aadhaar Fallures: A Tragedy of Errors” - Khera
| ) ”



https://www.epw.in/engage/article/aadhaar-failures-food-services-welfare

Approaches to Digital Identity

. § - TP !ES
- EXxpect platforms to detect fakes, abuses

- CAPTCHAs, proof of work, proof of stake

« Docurrerrtredsgahin,_‘Know Your Customer”

- Government-issued ID, self-sovereign ID

- India’s Aadhaar, World Food Programme



ldentity: a failed digital foundation

No known digital identity approach appears to be

* MMesiesr€: open to all real people, not to bots
. EgeteBle: all real people get equal influence
- SeewrmsTCorrect operation, verifiable by people

- PERperes_protects rights & freedoms of people

Perhaps we should focus on verifying people
rather than on verifying their identities?



Maybe the cart is pulling the horse
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Digital identity first requires digital personhood



Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
ldentity: a siren song of digital survelllance
Digital personhood: equality with privacy
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



Proof of Personhood

A mechanism to verify people, not identities
* For online forums, voting, deliberation, ...

Key goals: @

* Inclusion: any real human may participate
* Equality: one person, one vote
e Security: protect both individuals & collective

* Privacy:. free expression, association, identity
- Including freedom of multiple unlinkable personas!



Proof of Personhood

—Preprint: https://bford.info/pub/soc/personhood/

Identity and Personhood 1n Digital Democracy:
Evaluating Inclusion, Equality, Security, and Privacy in
Pseudonym Parties and Other Proofs of Personhood

Bryan Ford
Swiss Federal Institute of Technology in Lausanne (EPFL)

November 4, 2020



https://bford.info/pub/soc/personhood/

Proofs of Personhood

Can we achieve “one person, one vote” online?
* Pseudonym Parties [Ford, 2008]

* Proof-of-Personhood [Borge et al, 2017]

* Encointer [Brenzikofer, 2018]

* BrightIlD [Sanders, 2018]

* Duniter [2018]

* |dena [2019]

 HumanityDAO [Rich, 2019]

* Pseudonym Pairs [Nygren, 2019]



https://bford.info/pub/net/sybil-abs/
https://bford.info/pub/dec/pop-abs/
https://encointer.org/
https://medium.com/giveth/brightid-anonymous-unique-ids-for-real-people-d45f70334ae9
https://duniter.org/en/deep-dive-into-the-web-of-trust/
https://medium.com/idena/ai-resistant-captchas-are-they-really-possible-760ac5065bae
https://medium.com/marbleorg/introducing-humanity-90ddf9ead235
https://panarchy.app/PseudonymPairs.pdf

Pseudonym Parties

* Ford/Strauss, “An Offline Foundation for
Online Accountable Pseudonyms” [2008]

- In-person pseudonym parties to create PoP tokens

An Offline Foundation for
Online Accountable Pseudonyms

Bryan Ford Jacob Strauss
Massachusetts Institute of Technology



https://bford.info/pub/net/sybil.pdf
https://bford.info/pub/net/sybil.pdf

In case we may have forgotten...

Real people have real bodies in the real world

T

[Silvana Denker, People]

Maybe we should use them ... once in a while?


https://people.com/bodies/real-people-pose-in-underwear-in-germany-for-body-positivity/

A “digital security” principle

Real people have only one body each

r

1o Your body'
You'll have or\lY >

[Wisdom in Waves]


https://www.wisdominwaves.com/musings/be-kind-to-your-body

A “digital security” principle

Real people can be in only one place at a time

* (unless you’re John Malkovich)
3 VT T oS g

[Rolling Stone]


https://www.rollingstone.com/movies/movie-features/john-malkovich-compares-being-john-malkovich-to-a-blowjob-36182/

Pseudonym Parties

Perlodlc In- person events, like Landsgememde

/ ,# .
fk gil iiﬁ%. I‘

'!LL I LL&L |




Pseudonym Parties

[ArchDaily]


https://www.archdaily.com/940244/domino-park-introduces-social-distancing-circles-to-adapt-to-the-covid-19-crisis

Pseudonym Parties

Used not for making decisions immediately but
only giving each attendee one digital PoP token



https://www.gov.sg/article/are-digital-tokens-such-as-cryptocurrencies-a-simple-safe-and-surefire-way-of-making-money

One Person, One Token

How to ensure each person gets only one token?

* Attendees gather in lobby area by a deadline

* At deadline entrances close, no one else gets In

* Each attendee gets one token while leaving

1
Ré\
R/Q/

Lobby
Area

e

Lobby
Area

g

entrances closed

e




Precedent: Election Ink or Stain

Indelible stain that takes a few days to wear off
* Track record: used for 50+ years in India

* Some cost, some security/privacy iIssues




Yes, you need to get there...

But there could be many locations to go
* In principle every city, town, street corner
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[encointer]


https://encointer.org/

Reqgular Synchronized Events

Federation of PoP groups might hold concurrent
events with simultaneous arrival deadlines

* No one can physically attend two at once




You choose which event to attend

Events could be organized around concerts...
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[Xinhuanet]


http://www.xinhuanet.com/english/2020-08/02/c_139257978.htm

You choose which event to attend

...or political rallies and protests...

. L%\‘?

~d

[pixaby


https://pixabay.com/photos/women-s-march-political-rally-human-2001567/

You choose which event to attend

...or festivals...




You choose which event to attend

...or humanitarian aid distributions...




You choose which event to attend

...0r in the atriums of hospitals or other
care facilities for those less mobile...
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[friendsofcrh.ca]


https://friendsofcrh.ca/wheelchairs-donated/

You choose which event to attend

...or religious occasions...

People have many reasons to gather anyway



The Timezone Challenge

A convenient time somewhere i1s 4 AM elsewhere

e SO
e SO

ution 1: varying times - “fair” inconvenience
ution 2: ~3 Iarge synchronlzatlon reglons




The Coercion, Vote-Buying Problem

How can we know people vote their true intent If
we can’t secure the environment they vote In?




The Coercion, Vote-Buying Problem

Both Postal and Internet voting are vulnerable!

Election Fraud in North Che New Pork Eimes

Carolina Leads to New Charges
for Republican Operative

b i " ' - .
b . - . ¢
C - 25 g

July 30, 2019




Anti-Coercion with Fake Tokens

Each attendee gets brief time in a privacy booth

* Out of any coercer’s control or surveillance

il

[Liz Sablich, Brookings]


https://www.brookings.edu/blog/fixgov/2016/10/14/what-should-we-expect-to-see-in-down-ballot-races-in-2016/

Anti-Coercion with Fake Tokens

Each attendee gets both real & decoy tokens
* Give decoy tokens to kids, sell them

e Both “work” — but only real ones count

* Only the true voter knows which is which




Ongoing progress in DEDIS lab

Semester projects to build & test PoP prototypes:
* Fall 2020: 10 undergrads, 2 PhDs — [report]

e Spring 2021: 10 undergrads, 2 PhDs — [report]
* Fall 2021: 12 undergrads, 4 PhDs — WIP

Also driving & inspiring DEDIS research In:

* Privacy-preserving blockchains [CALY
* Resilient locality-sensitive computing |

* Coercion-resistant E-voting [Votegral]

bS]

imix]

* Robust asynchronous consensus [QSC]


https://www.epfl.ch/labs/dedis/wp-content/uploads/2021/05/report-2020-3-group-pop.pdf
https://www.epfl.ch/labs/dedis/wp-content/uploads/2021/07/report-2021-1-Pop21.pdf
https://bford.info/pub/sec/calypso/
https://bford.info/pub/net/limix/
https://bford.info/pub/net/qsc/

Other approaches being explored

Encointer: assignments to meet in random groups

[encointer]


https://encointer.org/
https://twitter.com/encointer

Other approaches being explored

Proof-of-Individuality using online video interaction

POI bet:

Proof-of-
individuality
Hangout



http://proofofindividuality.tk/

Other approaches being explored

ldena: using “Al-hard” FLIP challenges



https://idena.io/

Other approaches being explored

Personhood based on anonymized existing IDs

* Crypto-Book: anonymized social media identity

- “Building Privacy-Preserving Cryptographic
Credentials from Federated Online Identities”
[Maheswaran et al, CODASPY 2016]

 CanDID: anonymized government identity

- “CanDID: Can-Do Decentralized Identity with
Legacy Compatibility, Sybil-Resistance, and
Accountability”

- [Maram et al, IEEE S&P 2021]


https://dedis.cs.yale.edu/dissent/papers/cryptobook-abs/
https://medium.com/initc3org/making-decentralized-identity-possible-with-candid-231d9ffe3154

Summary of Alternatives

Approach

Government Identity
Biometric Identity
Selt-Sovereign Identity
Proof of Investment
Social Trust Networks
Threshold Verification

Pseudonym Parties




Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
ldentity: a siren song of digital survelllance

Digital personhood: equality with privacy online
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



Old-fashioned governance...online
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Online Participatory Democracy

Mass online deliberation, liquid democracy, ...

Direct + Representative = Delegative Democracy



http://opentranscripts.org/transcript/biomolecular-computing-internet-democracy/

Sortition-based Polling, Deliberation

DELIBERATIVE Ps LLING®
e center 1or adeliberative democracy

at Stanford University
http://cdd.stanford.edu

The Problem Citizens are often uninformed about key public issues. Conventional polls represent the public's surface impressions
of sound bites and headlines. The public, subject to what social scientists have called “rational ignorance,” has little reason
to confront trade-offs or invest time and effort in acquiring information or coming to a considered judgment.

The Approach Deliberative Polling® is an attempt to use public opinion research in a new and constructive way and present

Statistically
random samples
of real people

results of a poll with a human face.

The Dellberatlve Pollmg pro:ess begins w:h

A

lns aq eonar
representative sample of the public.

Poll 1 /
At the event, participants are randomly \
assigned to small groups with trained

moderators.

A- dom, repr i ple is selected \

to participate in the Deliberative Poll.

ﬁ;.g -4

Prior to the event, participants receive

chosen by groups = to experts and
pollcvmake

" ﬁﬂ —_— participants’ considered opinions. | after the evep .

balanced briefing materials on the topics
being discussed.
R e———— | Balanced
% Information
Small Group Discussions \
Participants pose questions = questions are I The event concludes with a final Results are analyzed and
questionnaire capturing released to the media soon

\Og Plenary s«.slons fob2 don



Replacing CAPTCHAS

Get harder and harder,
because... Al

* Humans will eventually
lose (often do already)

Personhood tokens

could perhaps be both: \\ \ie v /
 More abuse-limiting AN ""'"" 4l

| AM NllT HBﬂ

e More Inclusive

[The Verge]


https://www.theverge.com/2019/2/1/18205610/google-captcha-ai-robot-human-difficult-artificial-intelligence

Pseudonymous Single Sign-On

Participating websites could allow “one-click
registration + login” with 1-per-person pseudonym

* Next time you visit website, get same account
* No need to disclose any identity information

* |f you abuse, website can block your account

Sign in as a Person




Crowdsourcing w/o Sock Puppets

Websites like Wikipedia could become (again)
editable “by default” without sock puppet abuse




News...With Comments, Again

News websites could bring back their reader
comments sections, without becoming toxic




Crypto Universal Basic Income

Enable everyone to “print money” at an equal rate
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Accountable Anonymity at Scale

Can we satisfy the usually-competing goals of:
* Fully protecting self-expression via anonymity

* Limiting & mitigating abuse via accountability

Secure anonymous Reputation List: L L' L" L"
. ID | Rep ID | Rep ID| Rep ID Rep
e p Utatl on A | ERA) A | E(RA) A |E(R") A | E(R"a)
) B | E(Ro) B | E(R) B | E(R™) B | E(R"b)
moderation C[ER)|  [Cc[ERY cera] ol

N /N F N/

* e.g., AnonRep
INSDI “16] e

AnonRep session: A continuous series of rounds

|:| Announcement Phase |:| Message Posting Phase
|:| Feedback Phase


https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-zhai.pdf
https://www.usenix.org/system/files/conference/nsdi16/nsdi16-paper-zhai.pdf

Talk Outline

Is the Internet “democratizing”? Can it be?
Self-governance foundations: money vs people
ldentity: a siren song of digital survelllance
Digital personhood: equality with privacy online
Applications: governance, social media, crypto
Conclusion: towards digital self-governance



Towards Formal Digital Personhood

A new type of social contract for the digital world?
Cost: you must regularly invest effort to show up
Reward: rights and protections in the digital world

* Right to privacy, anonymity, and to protection from
anonymous abuse (you can reliably block/filter)

* Right to freedom of speech, and to protection
from unfair amplification of others’ speech

* Right to equal economic opportunity to create
money Iin new permissionless cryptocurrencies

* Right to inclusion, systems that stay decentralized



Conclusion

Can we make the Internet truly “democratizing”?
* Not just “a platform” where loudest/richest wins
 Can it ensure equality, inclusion, autonomy?

Digital personhood: towards equality online
* “One person, one vote” — without identification
* Multiple emerging offline & online approaches
 Many applications — if we can make it work
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